Maryland Department of Health and Mental Hygiene

Establishing a connection to DHMH for Meaningful Use Data Transfer

Secure File Transfer Protocol (SFTP) is the current data transmission of choice for Stage 1
Meaningful Use Public Health data submission. You will need an SFTP client to transmit your
data.

1. If you already have an SFTP client, please proceed to step 2.
If you do not have an SFTP client, we have attached instructions to download an SFTP
client. You can either download a command-based SFTP client (Attachment A) or
windows-based SFTP client (Attachment B). These are just two of the available SFTP
clients; you can also download other SFTP client that you may be familiar with.

2. The hostname to connect and establish a connection to DHMH is
meaningfuluse.dhmh.maryland.gov

3. A username and password will be provided to you in a separate correspondence.

Submitting Your Data

Before you submit your data, please be sure to fill out the DHMH MU survey to provide required
information.

Follow the HL7 Implementation Guides® to create and generate an HL7 message from your
certified EHR system. The generated/extracted test file can then be sent to DHMH using the
above transfer protocol.

When you are ready to send your HL7 test file, please label your file with your practice/facility
abbreviated name and NP1 or CCN (CMS Certification Number), for example,
PracticeName_NPI156789 or ABCHospital CMS23456. Do not use any spaces in the file name.
For multiple providers in a practice using the same EHR system, use the group or practice NPI.
Only a single test file needs to be sent in this case.

Submit your file using the above transfer protocol and please let DHMH staff know that you
completed submitting the file so DHMH staff can let you know if your file has been successfully
received.

Contact for Help

If you need help connecting, or for questions about HL7, please contact:

Patricia Swartz at 410-767-3029 or pswartz@dhmbh.state.md.us
Maura Comer at 410-767-5104 or mcomer@dhmh.state.md.us

! HL7 Implementation Guides accessible from DHMH MU website as follows:
Immunization: http://dhmh.state.md.us/mma/ehr/html/immunization.html

Lab Reporting: http://dhmh.state.md.us/mma/ehr/html/labreports.html
Syndromic Surveillance: http://dhmh.state.md.us/mma/ehr/html/surveillance.html
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Attachment A — Download a Command-based SFTP client

Please follow the steps below to download an SFTP client and create/establish a connection to

DHMH:

1. Download a free SFTP client from the open source product PUTTY at the following
URL.: http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

2. Under ‘Binaries, For Windows on Intel x86°, select the PSFTP psftp.exe from the first set
of downloads (for 32-bit machines) or the second set of downloads (for 64-bit machines)
as shown below. It will ask whether you want to Run or Save the file. Select Save.

@ greenend.org.uk. ¥ & X "’
File Edit View Favorites Tools Help
x  Google i v |2 search - | More »
¢ Favorites | g PUTTY Download Page [ RS | @ - Page~ Safety v Tools~ @
Binaries
The latest release version (beta 0.60). This will generally be a version I think is reasonably likely to work well. If vou have a problem with the release version, it might be worth trying out the latest
development snapshot (below) to see if I've already fixed the bug, before reporting it to me
For Windows on Intel x86
PuTTY: putty exe (or by FTP) (RSA sig) (DSA sig)
PuTTYtel puttvtel exe (or by FTP) (RSA sig) (DSA sig)
PSCP: scp.exe (or bv FTP) (RSA sig) (DSA sig
—PPSFTP: . (RSA sig (DSA sig
Plink: 1 Click to download n’ﬂiS: Si;I gs: sig)
Pageant: pageant exe (or by FTP) (RSA sig) (DSA sig)
PuTTYgen: puttvgen.exe (or bv FTP) (RSA sig) (DSA sig)
A ZIP file containing all the binaries (except PuTTYtel), and also the help files
Zip file: putty zip (or by FTP) (RSA sig) (DSA sig)
A Windows installer for everything except PuTTYtel
Installer: puttv-0.60-installer exe (or by FTP (RSA sig) (DSA sig
MDS5 checksums for all the above files
MD35sums: md5Ssums (or bv FTP) (RSA sig) (DSA sig)

3. After you have completed downloading the PSFTP, open or run the psftp.exe to sign in to
our server. You will need to open or run the psftp.exe each time you wish to connect to
DHMH for data transmission.

4. A command window with psftp will open :

& CATEMP\psftp.exe
lpsftp: no hostname specified; use “open host.name" to connect
psftp>

5. To connect to our server, please type the following:
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“Open meaningfuluse.dhmh.maryland.gov” and press the Enter key on your keyboard:

& CATEMP\psftp.exe

: no hostname specified; use “open host.name" to connect
jpsftp> open meaningfuluse.dhmh.maryland.gov
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6. You will see the following screen as you connect the first time:

& CATEMP\psftp.exe

psftp: no hostname specified; use “open host.name' to connect
psftp> open meaningfuluse.dhmh.maryland.gov

The server’s host key is not cached in the registry. You
thave no guarantee that the server is the computer you

think it 1°

The server’s dss key fingerprint is:

ssh—dss 1824 5a:f4: 6d 24:ed:7e:34:76:£fc:99:d5:72:e%:c5:ch:3b
If you trust this host, enter "y to add the key to

PulTTY’s cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, enter “n'.

If you do not trust this host, press Return to abandon the
onnection.

Store key in cache? (y/nd> vy

7. Type in ‘y’ as you have to accept and store the sFTP server credentials in your registry.
Press Enter.

8. After you accept the credential key you will be asked to enter a username (login as) and
password. DHMH will provide you with a username and password in a separate
correspondence.

& CATEMP\psftp.exe

psftp: no hostname specified; use “open host.name" to connect
psftp> open meaningfuluse.dhmh.maryland.gov

login as: MUProviderl
MUProvideriPmeaningfuluse.dhmh.maryland.gov’s password:

9. Once you are connected to our server, you can place your test file in our server by using
the command ‘put MyFileName’. For example, put c:\PracticeName_NPI156789.hl7

& CATEMP\psftp.exe

psftp: no hostname specified; use “open host.name" to connect
psftp> open meaningfuluse.dhmh.maryland.gov

login as: MUProviderl

MUProvideriPmeaningfuluse. dhmh maryland.gov’s password:
Remote working directory is

psftp> put c:\PracticeName NP156?89 hl?
local:c:\PracticeName_NPI56789.hl7 => remote:/PracticeName_NPI56789.hl7
psftp>

10. The last line (local:c:\MyFileName => remote:/MyFileName) indicates that your file has
been placed in our server. You can now close out the psftp.exe window.

Note: Please let DHMH staff know that you completed submitting the file so DHMH staff can
let you know if your file has been successfully received.
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Attachment B — Download a Windows-based SFTP client

Please follow the steps below to download an SFTP client and create/establish a connection to
DHMH:

1. Download a free SFTP client from Tunnelier at either of the following URL.:
http://www.bitvise.com/tunnelier-download or http://dl.bitvise.com/Tunnelier-Inst.exe

2. After selecting the download link, the following pop-up will appear. Click Run.

File Download - Security Waming =5

Do you want to run or save this file?

@ Mame: Tunnelier-Inst.exe
Type: Application, 6.52MB

From: dl.bitvise.com

[ Run Save ] [ Cancel

i ) While files from the Intemet can be useful, this file type can
.I._. potentially ham your computer. f you do not trust the source, do not
2 un or save this software. Vihat's the nsk?

3. When the download is complete, you will see the following. Click Run.

r ~
Internet Explorer - Security Waming ﬁ

Do you want to run this software?

@ Name: Installer for Bitvise Tunnelier, a full-featured, ...
Publisher: Bitvise Limited

More options ‘ Don'tRun |

[i r| While files from the Internet can be useful, this file type can potentially harm
"%/ your computer. Only run software from publishers you trust. What's the risk?

4. At the next pop-up, check the box to agree with the term and licensing conditions. Then
click to Install.

M Bitvise Tunnelier 4.

What's in the package Misit the Tunnelier web page
Bitvise Tunnelier End User License Agreement -

Bitvise Limited, a limited Hability company incorporated in
Gibraltar with incorporation number 30668, ("Bitvise"). has
developed and continues to develop a Windows SSH client
program named Tunnelier ("Tunnelier”), to which it owns all
right, title, and interest, and is willing to grant you, meaning
any individual or entity who will use Tunmekier, ("you"), the
license to use Tunnelier, upon the condition that you agree to
and accept all of the terms of this License Agreement
("Agreement”).

You must read this Agreement carefully.

l| 1. Definitions. L
* A "Machine" is a single hardware computer unit, ora
virtual machine running in a simulated environment
incida annthar Marhina Farh nnds nf 2 dstar te

[¥]i dqree to accept ll the tems of this License Agreement
.| :

Instalistion Folder C:\Program Files (86)\Bitvise Tunnelier

Install for all users Create a desktop icon
Run Tunnlier when dene

Revised 8-16-2011


http://www.bitvise.com/tunnelier-download
http://dl.bitvise.com/Tunnelier-Inst.exe

Maryland Department of Health and Mental Hygiene

5. When the installation is complete, click OK.

B Installation Completed @

\ Bitvise Tunnelier 4.40 installation completed.
L " 4

Enter the host ‘meaningfuluse.dhmh.maryland.gov’. A username and password will be

provided to you in a separate correspondence. Under Initial method, select ‘password’ to
enter the password.

% Bitvise Tunnelier - SSH2 Client

CEX

EC! Login | Options | Terminal | SFTP || Services | C25Fwding | 52C Fwding | SSH | About

Server

Load Profile

meaningfuluse. dhmh. marylar Username | | MUProvidert

% Tnitial method | password v/
Save Profile As Password
SPN
[[] store encrypted password in profile
[]ssPijKerberos 5

User keypair manager

113:58:55.080 Bitvise Tunnelier, a fully featured SSH2 client.
Copyright (C) 2000-2011 by Bitvise Lited,
Portions Copyright (C) 1995-2003 by Wei Dai.
3)13:58:55.080  Visit www.bitvise.com for latest information about our SSH2 products
1)13:58:55.080 Run ‘Tunnelier -help' to learn the supported command-line parameters.
113:58:59.705 Loading default profile.
1)13:58:59.705 Loading default profile Failed: RegOpenkeyExA() failed: Windows error: 2: The system
cannot find the file specified.
1)13:56:59.705 Loading a blank profile.

7. If asked about Host Key Verification, you can select either ‘Accept and Save’ (if you

plan to sign in again) or ‘Accept for This Session’ if you only plan to sign in once.

8.  When you are signed in, a new window will pop up showing two panels; the one on the
left showing local files (from your computer desktop) and the other on the right showing
remote files (DHMH SFTP server). Note: Each DHMH SFTP account is tied to its own
workspace and a client will be able to load files only to his/her allocated space
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& Bitvise SFTP - meaningfuluse.dhmh.maryland.gov:22

Window Locsl Remote UploadQueue  Download Queue

[Furoasaueie  [#]vomriosdtuese

[2] € (3| C\Documents and Seltings\Paticia Swarz\Deskiop - - BRI Sl

Size Type DateModied | Atibues || Name Size Type DateModied | Alirbutes
1062 Shorteut 5/31/2011812... A ) Processe d 0 FieFolder  8/15/2011125.. na
815 Shartout 610/2009103.. A
1585 Shorteut 6/16/2011429... A
543 Shortcut 8/16/20117:45... A
top.scf 79 Windows Ex.. 4/21/2009414.. A
2 Thumbs.db 128000 DataBaseF.. 8/16/2011203.. HSA

< ] 38|

PBUpload: Binary  ~ [ Resume || Overwite || B¥Download Binay [ Rlesume | [ Overwite

|v

9. In the left panel (your computer), if your data to be submitted is not on your desktop, you
can select the ‘Browse for Folder’ to where you stored your data to be submitted.

% Bitvise SFTP - meaningfuluse.dhmh.maryland.gov:22

@, Download Queue Vw

& 2 nmmenlxandSemng:\Palm:\aSwulz\Deskknp = .‘ ER I = %
Name. Size| Type DateModied | Atiibutes | Name Size| Type DateModied  Atibutes
& Diopbox ok, 1,062 Shaitcut 5/31/2011812.. A | EProcessed 0 FieFolder  8/15/2011125.. na
&8 Launch Intemet E xplorer Browser. Ink 815 Shorteut f/gausnnaz .
X5 Rer onnectionnk. 1585 Shorteut 2 Browse For Folder
&9 Sha 543 Shortout 8
15 she scf 73 Windows Ex.. 44 Changing local Folder to:
3] Thumbs.db 126484 DataBaseF... &
D] untited PG 85322 JFG Fie 8

(2} Deskiop

& ) My Documents

® 9 My Computer

@ 3 My Network Places

[MakeMewFolder | [_ok [ cancel ]

< 3

<
FoUpoad Binay  ~[ 1 Resume | ) Overwite | $oomrioad: Binay [ Resume | 1) Overwite

10. Click to highlight the data file(s), click upload (bottom of panel), or drag the file to the
DHMH SFTP server (right panel), and the file will be transferred (copied over).
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& Bitvise SFTP - meaningfuluse.dhmh.maryland.gov:22

Window Local Remotz  Upload Queue  Downioad Queue

[§] urloadqueve  [F] Dowrioad Guese

Size Type DateModfed | Atiibutes ||| Name | Sie Tpe DateModied  Altibutes
0 File Folder 5/24/2011 1:22 () Processed 0 File Folder 8/15/2011 125.. na
: 150,641 Adobe Acto. 714/2011 343 na
BI]E Meds Sample e eror 322 Miciosoll O, 7/20/2011255... A
] Immublet Data Fekds 519201 1do.. 14204 Micosot OF.. 5/23/2011238... A
inmurization CossWak HL7 and... 183808 MitosotOF.. 7/27/2011825... A
8] Immurization DHMH Reguied Fie 26003 Miciosolt O, 6/17/2011 11:1... A
@FMlRWGMEam"D’MUS&ﬂmU ppt 631,808 Microsoft OF. 8/27/2010 8:05 A
« L3
Phupioad Binay  ~ ) Overwite 4 Upload la | &
x 2items uploaded | Fhowrosd: Binay - [ Resume | [ Overwite

11. You may close the console when you are done.

® Bityise SFTP - meaningfuluse.dhmh.maryland.gov:22

Window Local FRemote UploadQueue  Dowrioad Queue

[§] upload aueue  [F] Dowrload Gueue

|
|
Name Ske Type DateModfed | Atibues ||| Name Sz Type
D Grants 0 File Folder 5/24/2011 1:22 () Processed 0 File Folder
= rizationRegistriesD ataS ubmi. 150,641 Adobe Acro. 7/14/2011 3:49 A | = SlmmunizationRegistriesD ataSubmi. 150,641  Adobe Acro.
S1)E-Meds Sample fle eror_7-15-201.. 31232 Mictosolt O, 7/20/2011255... A
) immullet Data Fields_ 5192011 do.. 14244 MicrosoftOF..  5/23/2011239... A
] immunizaton-CrossWalk HL7 and 183808 MicosoftOF...  7/27/2011826... A
@Immmualmn-DHMH Required Fiel 26,003 Microsoft OF. 8/17/2011 11:1. A
@FMIRWGMeamnydleeﬂBm ppt 631,808 Microsoft OF. 8/27/20108:05... A
< |
Upload: Binary 4 Upload 1 <
x 2items uploaded i Download: Binary - |1 Resume | Overwiite

Date Modited
8/15/2011 125.
701472011 349

Attibutes
na
na

12. Please remember to logout and exit.
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% Bitvise Tunnelier - meaningfuluse.dhmh.maryland.gov:22 E]@@

| Login | options | Terminal | SFTP | Services | C25 Fwding | 52C Fwding | 55H | About |
@ Server Authentication
Save Profie As Host \ | Username ‘ MUProvider1 7‘
X _—
“?f Port | 22 Initial method | password v
" ek
WinSSHD Contral Proxy settings Host key manager o ‘ e ‘
Panel e e N || = =
sPN |
[[]store encrypted password in profile
[[]ssP1jKerberos 5 De D el arss
Open New Try gssapi-keyex first if available

Terminal Console

Open New SFTP [ 1)14:43:50,693 Starting first key exchange.

Werlow 3)14:43:50.693 Server version string: 55H-2.0-1,03 FlowSsh: WinS5HD 5.09
fQ j/14:43;50.?40 MNew host key received. Algorithm: ssh-dss, Size: 1024 bits, MDS Fingerprint:

122

Sa:f4:6d:24:ed: 7e:34:76:Fc:99:d5:72:e9:c5:cb:3b, Bubble-Babble:
ileg-simin-liraz-lazyc-vobud-docup-hufet-civec-tytyr-bobec-lexex.

1)14:43:52.006 First key exchange completed.

j/l4:43:52.006 Key exchange: diffie-hellman-group14-shal, Session encryption: aes256-ctr,
MAC: hmac-shal, compression: none.

1)14:43:52,021 Attempting ‘password' authentication.

314:43:52.065 Authentication completed.

1)14:43:52.100 Auto opening SFTP session.

1)14:43:52.115 Auto opening bvterm session.

/4,14:43:52.131 bvterm terminal session received the following error: Access denied. See server
log for details.

Open New
Remote Deskkop

4)14:43:52.131 Closing bvterm terminal session.
4)14:59:12,684 Closing SFTP session. G

Note: Please let DHMH staff know that you completed submitting the file so DHMH staff can let
you know if your file has been successfully received.
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